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Introduction

This document is targeted at users of the password enhancement system herein referred to by its
marketing name of “Mappa”. This document aims to showcase general use of the system and provide all
the necessary instructions to install the application and begin using it. It also briefly details how the back-
end would be set up by a business deploying Mappa.

Browser Extension — General User

System Requirements

This application will run on any modern Desktop operating system, this operating system must have
Google Chrome or Mozilla Firefox installed as the extension runs within this software. Chrome is the
recommended browser to run this extension, as the Firefox User Interface has not been polished.

Installation Instructions

As the extension was not uploaded to an extension store by the end of the project, the extension must be
manually added to the browser in developer mode.

Installation instructions for both Chrome and Firefox are below. Before following the steps for either
browser you must ensure you have a folder on your computer containing the extension.



Chrome
1. Inthe URL bar navigate to chrome://extensions

W Extensions b +

<« G & Chrome | chrome://extensions

= Extensions Q, Search extensions

Load unpacked Pack extension Update

Ba Your browser is managed by your organization

Google Docs Offline 1.9.1

% Edit, create, and view your documents,

spreadsheets, and presentations — all without
internet access.

ID: ghbmnnjooekpmeecnnnilnnbdlelhkhi
Inspect views background page (Inactive)

Details Remove ®

2. Enable Developer mode by clicking the switch at the top right-hand corner of the screen. Then
click load unpacked, at the top left-hand corner.
3. Select the folder containing the extension.

W Extensions b3 =+

< c & Chrome | chrome://extensions

= Extensions Q, search extensions

Load unpacked Pack extension Update
€ Select the extension directory. *
« v > ThisPC » Downloads » ProdMappakxtension v | O 2 Search ProdMappaExtension
Organize » Mew folder =z - 0
G Name Date modified Type Size
MappaExtension 01/04/2020 22:00 File folder
MappaExtension_Backup 0 File folder
a MappaExtension_BackupTwo o File folder
-
I
J
-
0
L]
-V

Folder | MappaExtension

Select Felder Cancel




If installation was successful, Mappa will appear as an extension and an icon for the extension
will appear beside the address bar.

W Extensions ® +

& c & Chrome| chrome://extensions w @ o :

= Extensions

Load unpacked Pack extension Update
B3 Your browser is managed by your organization

MAPPA - Production 2.2.1 Google Docs Offline 1.9.1

et .

-—"—@ Mapping password - Production Version % Edit, create, and view your documents,
spreadsheets, and presentations — all without
internet access.

1D: feaghhicomfjkgbmolemboicmecipeco 1D: ghbminnjocekpmoecnnnilnnbdlolhkhi
Inspect views background page Inspect views background page (Inactive)

Details Remove c ® Details Remove [ ]




Firefox

1. Navigate to about:debugging#/runtime/this-firefox.
2. Click the Load Temporary Add-on button.

&« cC @ (i) about:debugging#/runtime;/this-firefox w N o @® =
~
Setup = .
& e Mozilla Firefox (74.0)
o This Firefox
& Temporary Extensions (1) ¥
@ use disabled Load Temporary Add-on...
No devices discovered
*‘ MAPPA - Production Inspect
Refresh devices Location C:/Users/davit/Downloads/ProdiappaExtension/MappaExtension_Firefax/
Extension ID 134108@temporary-addon
Internal UUID e-0ab2-4bc3-aecc- 5bd7caa
Manifest URL moz-extension:/; f3e-0a62-4bc3-aecc-368255bd7c89/manifest.json
This WebExtension has a temporary ID. Learn more
Reload Remove
3. Select the Folder containing the Firefox Mappa Extension, then select the manifest.json file and
click open.
-  Debugging - Runtime / this-fir X [l = [m}
« ¢ o (@ aboutdebugging#/runtime/this-firefox e W I @O ® =
a

ﬁ Setup

e Mozilla Firefox (74.0)
o This Firefox

# Temporary Extensions (1) ¥

@ USB disabled Load Temporary Add-on...

Mo devices discovere

@ Select manifest,json file or xpi/.zip archive X
N s> ThisPC > Downloads > ProdMappaExtension > MappaE 1_Fircfox v O Search MappaExtension_Fire...
Refresh devices
Organize v Mew folder = m @
A Mame Date modified Type Size
bootstrap 1 File folder
font-awesome 15/ File folder
a imgs 15/ File folder
background.js 10 JavaScript File 2KE
= (2] injectjs 0 JavaScript File IKE
manifestjsen JSON Source File 1K
1 8] mappa.png PG File 12KE
3 € popuphtml 15/0 Chrome HTML De... 8Ke
i popup.js JavaScript File 16KB
(2] testjs JavaScript File 1KE
o
H
@ Debugging Support
L]
A I .
&
File name: | manifest,son -]

4. If installation was successful, the Mappa icon will be located at the top right-hand corner beside
the address bar. The extension is now ready for use.



System Usage

The below section details all the steps required to begin using Mappa for its purpose.

Registration

Before using the extension you must have an account that you can sign into. You can sign up just like
you would for any other site, by providing a username and password. The password chosen here needs
to be highly secure and as such there is a minimum length of 15 characters.

€ > C @ mappaie/sign.upphp « @ o

Home Features  Sign Up Price Login

Register :
) Sign Up
Use the form on the right-hand side to Register for a Mappa account.

Username

Install the Chrome browser —
plugin —

Download the Mappa browser extension from the Chrome Web Store
Enter email

Log i n Password

Use this website to login to Mappa, now you're ready to use Mappa!

Enter Password

Confirm Password

Begin switching your passwords o e
to mappa secured ones \ sign Up

Enter your login details on sites you would normally use, before hitting the login Already have an account?

button, open the Mappa plugin, select the map to use and hit the big Map button!
You will see your password change, then submit the form on the site!

Logging In via Extension
Once you have registered for an account, you can log in using the extension that was previously
installed. Simply click the icon at the top right of your browser and provide your credentials.

& > C @& mappaig/home.php w @ o :

JoeBl
o rockyoul

Bad password practices are no more

Manna is an easv to use hrowser nluain that translates a user's nassward to a comnletelv new

Once you have logged in, you will be greeted by the following screen.



&« - C & mappaie/home.php % @ o

o passworl
o

Secure Me - Map Passwords ‘

Bad password practices are no more

Mappa is an easy to use browser plugin that translates a user's password to a completely new
and highly secure password using a unique mapping key.

Creating Maps
To create a Map, select the + icon, type the desired map name and press the add map button.

You should create a map for every service you plan to use Mappa with.

& —- C & mappaie/homephp * D o

Bad password practices are no more



General Usage

Signing up for services using Mappa

Now that you have created a map for some services, you must either register for these services using
Mappa, or integrate Mappa with existing accounts. An example for Ebay is shown below.

Type in your registration credentials as normal, then before submitting the form, load the Mappa
extension and select the map created for this Ebay account. Press the Map Passwords button.

The length of the password field will change, and you can sign up as normal from here on.

& Cc & reg.ebay.ie/reg/PartialReg?ru=https%3A%2 F%2 Fwww.ebay.ie%2F&irvd =1 or Iy (M] o

ebay

Create an acco a d
First name Surname
Joseph Bloggs
°
Email

mappademo@2go-mail.com Secure Me - Map Passwords

Password

LTS O Show

[ ]

We will regularly send you emails with offers or

regarding our services. You can unsubscribe from ) )
receiving these marketing emails st any time, free 'i Continue with Facebook
of charge, via My eBay or the link in the emails.

By selecting Register you agree you've read and

accepted our User Agreement. Please see our

Privacy Notice for information regarding the

processing of your data.

Note how the password length has changed, the easy to remember password has been substituted
according to the Ebay map.




L & @ signin.ebay.ie/ws/eBaylSAPLAII?Signinfiru=

Hi
Sign in to eBay or create an accou

Email or username

mappademo@2go-mail.com
PP 9 Joe_Ebay r o
Password ]
Secure Me - Map Passwords

Text a temporary password

or

[ .| ™

Reset your password

Logging into services using Mappa
Now that your Ebay account has been secured with Mappa, you will need to use Mappa to sign in.

Visit the site as normal and enter your easy to remember password, in this case the password chosen
was “lemons!”

&« > & signin.ebay.ie/ws/eBaylSAPLAII?Signinfiru= o ¥ D o :

ebay
Hi a d

Sign in to eBay or create an accou

Email or username

mappademo@2go-mail.com
pp 9 Joe_Ebay r o

Password

srenane n Secure Me - Map Passwords

ar

E

Text a temporary password

Reset your password

Stay signed in

Next, select the map used for Ebay and press the Map Passwords button.

The password field is updated.




& C & signinebayie/ws/eBaylSAPLIPSignin&ru= * 0 @

ebay

Hi

Sign in to eBay or create an accou

Email or username

mappademo@2go-mail.com
PP 9 Joe_Ebay v o

Password

---------------------- E—

or

Text a temporary password

Reset your password
Stay signed in

You can now press the sign in button, and sign in as normal, knowing that your account is secured by
Mappa.

Integrating with Existing 3" party Services
Integrating with 3 party solutions is a little more complicated than registering with Mappa. Here we
will show an example using Ebay.

Firstly, navigate to the change password section of the service, in this case, Ebay.

Firstly, entered your new password twice as prompted, this can be a simple phrase, as it will be secured
by Mappa. In this example, “raspberry” was used.

Next, open the Mappa extension and map the password using the Ebay map. If this is not a map
currently made for Ebay, create one first.




& &} @ reg.ebay.ie/reg/ChangePwd

ebay

CHANGE YOUR PASSWORD

Current password

)
Secure Me - Map Passwords

Please enter a password

Next, enter your current password and submit the form as usual.

& C & reg.ebayiefreg/ChangePwd o ¥ @ o

ebay

CHANGE YOUR PASSWORD

----------------------

tessssasssnssssassanssssnnen | Show

You can now submit the form, knowing that your account is secured by Mappa.

You can now follow the General usage guide to log into this account in the future.




This process can be repeated with any account you want to use Mappa with, the password “raspberry”
can even be used on every account securely, provided a different map is used for each account.



Back-End Configuration — Not Applicable to General User
Below is an outline of the general steps to configure the back-end web server than enables Mappa to
function.

Hosting

Prepare a server by installing an apache server, mysql based database and php. In the case of Mappa, a
cloud environment was used. An Amazon Web Services EC2 instance running a LAMP server. More
details on installing LAMP servers on EC2 instances can be found on the AWS website.

Host the required Mappa php files on the server in the correct directory structure.
Configure any necessary load balancing to enable the server to be accessed from the internet.

Initialize the database as per the .sql file included, ensure a unique password is used for the database, it
is not advised to use any default passwords.

Hardening
Configure TLS on the server by obtaining a digital certificate from a certificate authority such as Let’s
Encrypt.

Configure modern and secure cipher suites and enable HTTPS.

Configure required http headers on the apache server for security, such as XSS Protection and Cache
Control. More details to required headers is given in the Design manual.

Create and apply access control lists on the server, specifying what IP addresses can access the server
directly over various ports. Disable http and configure the server to upgrade these requests.



