Lab 5
SSH & Basic Linux/Unix Commands

Introduction

Topics to be covered in this lab include:

1.
Logging onto itcarlows Ubuntu Linux machine.
2.
Basic Linux commands (ls,nano,cd,pwd,man,mkdir, rmdir,cp,mv,rm,clear,whatis).
Note:  
Unlike DOS, Linux/UNIX is case sensitive, therefore all commands must be typed in the appropriate case. e.g. ls is different to LS


In UNIX the directories in a path are separated by a forward slash / 

e.g. /home/cfy/test099

Useful Web Sites

http://www.comptechdoc.org/os/linux/usersguide/linux_ugbasics.html

http://www.computerhope.com/unix.htm

http://www.oreillynet.com/linux/cmd/

Logging onto the Linux Computer

· Start the SSH program which is on the windows desktop.
· Press the enter key.
· Login to the  linux machine using the following details


Host Name

linux303


User Name

cfy???


(Will be assigned by your lecturer)
Password

(The same as your username)
· Hosst Name and User Name are in lowercase. 
· Your lecturer will tell you your username. Your password and username are identical.
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Figure 1-2  The Linux filesystem structure




Help in UNIX/Linux

Man provides help on the different commands and the arguments that they can take.

E.g for help on the ls command type:

man ls

· To scroll down through the screen  hold down the enter key
· To quit the help press q

ls (list – directory listing)

The ls is similar to the dir command in dos.  It lists the contents of the current directory, across the screen in a number of columns.  

Key in the following command

ls

Nothing appears because you have no files yet in your current directory.

Lets create a file using the nano editor….

Using the nano editor

Create a file using the editor program called nano. 

Type:

 nano

· Key in the the following text (pressing enter after each line)

Man did not weave the web of life, he is merely a strand in it. Whatever he does to the web, he does to himself.
(http://www.barefootsworld.net/seattle.html)

· Note the various options you can use in this editor on the bottom of the screen.

· Note the option called WriteOut and the symbol ^O beside it. This means you have to hold down the Ctrl key and the letter O to access this option.

· After you have keyed in all the subjects you study choose the WriteOut option. (This is the same as the Save option in a word processor/editor).

· You are prompted with the message File Name to write – key in monday.txt and press enter.
· Choose the exit option (Ctrl +  X)
Leave the nano editor after having saved your file. Key in the command

ls   (note the first letter is L in lowercase)
The names of any files in your directory are displayed. 
Make a copy of your file. Key in the following command

cp monday.txt tuesday.txt

Key the command to do a directory listing. Your two files should be listed.
Switches

A switch changes the behaviour of a command. The ls command can be used with several switches. An example of a switch that can be used with ls is -l 
Key in

ls –l

What effect does this switch have?
Your screen should look similar to the screenshot below:
[cfy045@linux2 ~]$ ls -l

total 16

-rw-r--r-- 1 cfy045 cfy 15 Jan 29 13:34 monday.txt

-rw-r--r-- 1 cfy045 cfy 15 Jan 29 14:05 tuesday.txt

What is the size of each file in bytes?  Do they have the same size – if so why?
…………………………………………………………………………………………

pwd (print working directory)
The pwd command will show you the path to your current working directory.  Unlike DOS, the unix prompt may not show your working directory.  So you can use pwd to find out where you are in the directory tree.

Type pwd command to view the path of the directory you are currently in.

This is your current directory. What is it ? …………………………………………………………

cd (change directory)
The cd command changes your current directory.  

Exercise:

Use the command below to go one level up in the directory tree:

cd .. 




Key in this command repeatedly until you can no longer go back any further in the directory tree. 
You are now in what is called the root directory e.g.
Note the cd command changes your current directory and behaves in a similar way to the cd command we used in the command prompt. Perhaps the most important thing to be aware of is the use of forward slashes to separate the directory names.
[cfy045@linux2 ~]$ cd ..
[cfy045@linux2 cfy]$ cd ..

[cfy045@linux2 home]$ cd ..

[cfy045@linux2 /]$

The root directory is indicated by the single forward slash in the above screenshot.

Do a long directory listing (remember the –l switch mentioned earlier?)

The screen should look similar to the one below
Note:
The forward slash (on the first line) indicates that your current directory is the “root” directory.

[cfy045@linux2 /]$ ls -l

total 194

-rw-r--r--  1 root root    15 Jan 29 14:52 abc

drwxr-xr-x  2 root root  4096 Nov 21  2008 alter

drwxr-xr-x  2 root root  4096 Nov 19 09:19 bin

drwxr-xr-x  4 root root  1024 Oct 21 13:01 boot

drwxr-xr-x 12 root root  5100 Jan 26 10:40 dev

drwxr-xr-x  2 root root  4096 Sep 20  2007 docs

drwxr-xr-x 96 root root 12288 Jan 28 12:10 etc

Note the d in column 1 (lines 4 through to 9) of the above screen shot. The d indicates a directory.

So alter, bin, boot, dev and docs, and etc are all directories.

Note, in line 3, column 1 (there is no d in the first position). This indicates that abc is a file.
Draw a diagram showing the first 10 directories off the root directory and also show where your home directory is and that of the other cfy accounts.
Exercise: Change back to your home directory using the sequence in the screenshot below:
Note:  You should change the login id in the line that reads cd cfy045 to your login id e.g. cd cfy001
[cfy045@linux2 /]$ cd home
[cfy045@linux2 home]$ cd cfy
[cfy045@linux2 cfy]$ cd cfy045
[cfy045@linux2 ~]$ 

When you are in your home directory you will see the ~ symbol. This symbol tells you that you are currently in your home directory.

Repeat the Exercise:
Use the cd command to change to the root directory and then 

change back down to your home directory.

Instead of keying in cd .. 
several times to change to the root directory,  we could have used the command below:

cd /  


This will change the current directory to the “root” directory (no matter which directory is your current directory.)
Exercise

Change to the root directory using a single command. What command did you use?

…………………………………………………………………………………………

Change back to your home directory.

Where your home directory is, will depend on what account you are logged in as. 

What is the full path of your home directory? 

…………………………………………………………………………………………

Where is the full path to the directory where your classes accounts are stored? 

…………………………………………………………………………………………

The computer administrator on linux is known as “root”

What is the the path of the home directory for the computer administrator’s account?

…………………………………………………………………………………………

Exercise: 


1.
Use ls to view all files in the root directory:     
…………………………………………………………………………………………

2.
Change to the /home directory: 
…………………………………………………………………………………………

3.
Use ls to view all files in the /home directory:
…………………………………………………………………………………………

4.
Change to the directory with the same name as your login: 
…………………………………………………………………………………………

5.
Change back to the root directory
…………………………………………………………………………………………

At any point  you can key in the following command to take you to your home directory.
Note:

no arguments have been supplied to the cd command.

cd 

Change to your home directory using the above command.
Getting Help
To bring up help on a command, use the man command. For example to bring up help on the ls command 
you would key in the following:

man ls 


Note:While you are in the help:



Pressing enter will allow you to scroll down through the text.


Pressing q will allow you to quit from the help.

What does the –g switch do according to the help for the ls command? 

…………………………………………………………………………………………

Quit from the help.
Use the –g switch with the ls command.
Is there a difference between the –g switch and the –l switch?       ...................................

And if so what is it...............................................................................................................
What does the –G switch do according to the help for the ls command? 

Use the –G switch with the ls command.

Does the help correctly tell you what the –G switch does?  If not why do you think it doesn’t?
..............................................................................................................

mkdir (make directory)
The mkdir command will allow you to create a new directory.  To create a subdirectory off your current directory type mkdir followed by the name of your new directory, e.g.

mkdir unixstuff

To create a directory inside a directory other than your current directory, type mkdir followed by a path to your new directory, e.g.

mkdir unixstuff/mydir

mkdir /home/cnw20XXX/unixstuff/mydir

mkdir ../mydir

Exercise:  (Write the answers on the lab sheet)

1.
Create a new directory called reportFiles, in your home directory. 
…………………………………………………………………………………………

2.
Do a directory listing of your home directory.

…………………………………………………………………………………………

What character indicates that reportFiles is a directory?

…………………………………………………………………………………………

Create a file in the directory called reportFiles called pres.txt – it should contain the names of 5 presidents.

…………………………………………………………………………………………

Do a directory listing of the reportFiles directory. 
…………………………………………………………………………………………

Without changing to the reportFiles directory, create inside it a new directory called 
backup.  

…………………………………………………………………………………………

Change into the reportFiles directory and check for yourself that the backup directory was created by your previous command.
…………………………………………………………………………………………

~ (represents your home directory)

You can use ~ at the start of a path name so that that path starts at your home directory.  For example, the command ls ~/reportFiles will do a directory listing of the reportFiles directory that is a subdirectory off your home directory.  This will work no matter where you currently are in the directory structure.  Other examples of it’s use are:

cd ~

rmdir ~/unixstuff

rmdir (remove directory)
The rmdir command will delete a directory.  The directory that you wish to delete must be empty before it can be deleted.  To delete a directory type rmdir followed by the name (and path if needed) of the directory to be deleted. E.g.

rmdir unixstuff/mydir

rmdir unixstuff

rmdir /home/cnw20XXX/new

Try to delete the reportFiles directory in your home directory using the command         rmdir reportFiles.  You cannot because it is not empty yet – the backup directory is in it.

Exercise:  (Write the answer on the lab sheet)

1. Remove each of the directories that were created today, checking as you go that they were deleted, by using the ls command.  

To do some of these exercises you will need to create a few files.  You can use the Nano text editor to create a few files for working with.  Call them myfile.txt and new.txt.  Store them in your home directory. You can put any text that you like into these files.

cp (copy)
The cp command allows you to copy a file from a source location to a destination location.  To use it, type cp followed by the path to the source file, followed by the path to the destination, e.g.



cp file1.txt backup/file1.txt


cp backup/file1.txt .

The last example above, copies the file, file1.txt, from the subdirectory backup into your current working directory.

You can also use cp to copy a file and save the copy under a new name, e.g.


cp file1.txt file2.txt


cp file1.txt backup/file2.txt

Exercise:
Try not to move from your home directory for each of the questions below: 
Create a subdirectory off your home directory and call it backup (are there any problems if so why?)
…………………………………………………………………………………………

Copy myfile.txt into backup, keeping its original name.
…………………………………………………………………………………………

Copy new.txt into backup and call the destination file new.bak  

…………………………………………………………………………………………

Copy new.bak from the backup directory to your current directory.

…………………………………………………………………………………………
Create a directory called letters in your current working directory (home directory)
…………………………………………………………………………………………
Copy new.bak from the backup directory to letters directory and call the new file  (the destination file) new2.bak 

…………………………………………………………………………………………

mv (move)
The mv command allows you to move a file from one location to another.  To do this, type move followed by the path to the source file, followed by the path to the destination, e.g.

mv file1.txt backup/file1.txt

mv backup/file1.txt .

It can also be used to rename a file, e.g.

mv file1.txt file2.txt

The last command will rename file1.txt in your current directory to file2.txt.  Unlike the ‘cp file1.txt file2.txt’ command, you will not be left with a file called file1.txt as well as the file file2.txt.

Exercise: (Write the answers on the lab sheet)

1.
Move the file new.txt into your backup directory. 
…………………………………………………………………………………………

2.
Without changing to the backup directory, move the file new.txt from the backup directory into your current working directory. 
…………………………………………………………………………………………

3.
Rename the file new.bak to new2.txt, using the mv command. 
…………………………………………………………………………………………

rm (remove)
Use rm to delete (remove) a file.  To delete a file, type rm followed by the name of the file you want to delete (you can supply a path to the file if it is not in the current working directory), e.g.

rm file1.txt

rm backup/file1.txt

rm ../file1.txt

The previous example would delete a file called file1.txt that was stored in the parent directory of your current working directory.

Exercise: (Write the answers on the lab sheet)

1.
Delete the file new2.txt. 
…………………………………………………………………………………………

Verify that it has been removed by issuing the ls command.

2.
Delete the file in your backup directory called myfile.txt
…………………………………………………………………………………………

3.
Change directory to the backup directory and then delete the file myfile1.txt in your home directory.
…………………………………………………………………………………………

clear (clear screen)

To clear the screen of all the previous commands type clear. Try this out
whatis (manual page)

Alternatively to the man help, you can use whatis to get a one line description of a command, e.g.


whatis cp

If you cannot think of the exact name of a command try apropos followed by a keyword.  This searches the manual pages to find the keyword in their header, e.g.


apropos copy

Exercise: 

1.
View the man page for the mv command.

…………………………………………………………………………………………

2.
Get a one line description of the mv command.

…………………………………………………………………………………………

3.
Try the apropos command on the keyword move.

…………………………………………………………………………………………

4.
Delete all files and directories that were created today.
Summary

Topics covered in this lab included:

Topics to be covered in this lab include:

1.
Logging onto itcarlows Fedora Linux machine.

2. Basic Linux commands
	ls
	Lists the contents of the current directory

	pwd
	Shows the full path of where you are

	cd
	Change directory

	nano
	Linux editor

	man
	Help in Linux

	mkdir
	Make a directory/folder

	rmdir
	Delete/remove a directory

	cp
	Copy a file or group of files

	mv
	Move a file or group of files

	rm
	Delete a file

	clear
	Clear the screen

	whatis
	Alternative help to man in Linux


Notice the . being used





A Sample LINUX file system
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