<+ 48 bits > 48 bits ———————»>

$dest_mac $src_mac

$type $data ...

<= 16 bits > 46 to 1500 bytes (variable) ————>

Figure 1: The NetPacket::Ethernet Frame Format

32 bits
$ver | $hlen | $tos $len
$id $flags $foffset
$ttl $proto $cksum

$src_ip

$dest_ip

$options ...
$data, ...

Figure 2: The NetPacket::IP Datagram Format

32 bits

$src_port $dest_port

$len $cksum

$data ...

Figure 3: The NetPacket::UDP Datagram Format



~ 32 bits >

$src_port $dest_port
$seqnum
$acknum
$hlen | $reserved $flags $winsize
$cksum $urg
$options ...
$data ...

Figure 4: The NetPacket:: TCP Segment Format
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Data| TCP tcp-strip($segment) TCP | Data
Data IP ip_strip($datagram) 1P Data
‘ Data ETH ‘ eth_strip($frame) ‘ ETH Data ‘

Ethernet Network Cable

Figure 5: How EtherSnooper Works
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Figure 6: UDP/IP Fragmentation
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Figure 7: TCP/IP Fragmentation
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Figure 8: The Network Employed



